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Timeline

1. Fundamentals
2. Cryptology

3. Attacks

4. Integrity + AAA
5. Certificates + TLS
6. Tutorial

Contents

+ Integrity

« AAA (Triple-A)
- Authentication
- Authorization
- Accountability (also: Audit / Accounting)

- Example:
— HTTP Authentication
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Integrity, Authentication & Authorization

« Integrity
- Messages not modified )
Authorization
« Authentication <
- Determine identity of ,subjects” Authentication
- Requires integrity

- Authorization Integrity

- Rights of authenticated subject
on certain ,resources”
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Integrity
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Integrity
« Integrity of data for...
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- individual messages = & A

- data streams — —
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(i.e., omissions, insertions, message order, )% 0001000010010 L. g

- Techniques
- Symmetric encryption + checksums / frame check sequences

- Message Authentication Code (MAQ)
- Hash functions + encryption of hash values
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Integrity
Checksums
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Recap: Symmetric Cryptography

« Provides confidentiality and authentication
- Receiver knows that message is from sender
- E.g., because only the two are in possession of K

« Message M is human-readable A assume it hasn’t been modified
- Not necessarily true (e.g., bit flipping in stream ciphers)
- What about non-human-readable messages?
@
K
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Symmetric Cryptography and Integrity

+ Required: means to verify message integrity
« Appending a checksum, for example: Cyclic Redundancy Check (CRC)

- Combination provides: confidentiality, authentication and integrity

generate generate & compare
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Integrity
Message Authentication Code (MACQ)

Message Authentication Code (MAC)

- Additional information to verify the integrity of messages
- Supports message authentication

« MAC value generated from message and shared secret
- Anybody who can verify the MAC can also generate it

Compare

MAC
M+ M +
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